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)LJ6WUXFWXUHRI$GKRF1HWZRUN



:LWKWKHGHSOR\PHQWRIWKHPRELOH$GKRFFRPPXQLFDWLRQDQGWKHLQWHUQHWYHKLFXODU$GKRFQHWZRUNKDVUHFHLYHG
DUHPDUNDEOHDWWHQWLRQIURPWKHDFDGHPLDLQGXVWU\DQGWKHJRYHUQPHQW9HKLFXODU$GKRFQHWZRUNLVWKHVXEVHWRI
WKH0RELOH$GKRF1HWZRUN9$1(7VDUHDIXWXULVWLFWHFKQRORJ\ZKLFKDOORZVWKHQHWZRUNRIPRYLQJWKHVPDUW
YHKLFOHV,WWDNHVWKHPRYLQJFDUVDVWKHQRGHVLQRUGHUWRFUHDWHWKHPRELOHQHWZRUNV7KHSDUWLFLSDWLQJFDUVFDQDFW
DVDZLUHOHVVURXWHURUQRGHV7KHVHSDUWLFLSDWLQJFDUVFDQSURYLGHFRPPXQLFDWLRQEHWZHHQYHKLFOHWRYHKLFOHDQG
EHWZHHQWKHYHKLFOHVDQGWKHLQIUDVWUXFWXUH

)LJ9HKLFXODU$GKRF1HWZRUN














7KHFRQQHFWLRQEHWZHHQWKHFDUVLVSRVVLEOHDSSUR[LPDWHO\XSWRWRPHWHUV:KHQWKHVHQRGHVIDOORXWRIWKH
UDQJHWKHQDGURSRXWLQDQHWZRUNFDQRFFXUV)LJXUHVKRZVPDLQO\WZRW\SHVRIXQLWVLH2%8VDQGWKH568V
2%8VLVD9$1(7FRPSRQHQWZKLFKDOORZVWKHFRPPXQLFDWLRQDPRQJ99DQG9,7KHVHXQLWVDUHPRXQWHG
RQ WKH YHKLFOHV:KHUHDV 568V DOORZV WKHVH PRELOH YHKLFOHV WR VHQG WUDIILF UHODWHG LQIRUPDWLRQ DXWKHQWLFDWLRQ
UHODWHG LQIRUPDWLRQ PXOWLPHGLD PHVVDJHV UHODWHG LQIRUPDWLRQ DQG HWF 7KHVH XQLWV DUH URDG DVLGH DQG DUH
FRQQHFWHGWRWKHDSSOLFDWLRQVHUYHUV

9$1(76 LPSURYH WKH GULYLQJ H[SHULHQFH WUDIILF VDIHW\ PXOWLPHGLD LQIRUPDWLRQ DQG HQWHUWDLQPHQW 9$1(76
DOORZVWKHYHKLFOHVWRWUDQVIHUPHVVDJHVZLWKHDFKRWKHUDQGZLWK568V2QHRIWKHHPHUJLQJDQGFKDOOHQJLQJDUHDV
LQ 9$1(7V LV VHFXULW\ 9$1(7 LV WKH VXEVHW RI0$1(7 KRZHYHU LW KDV PDQ\ DVSHFWV GLIIHUHQW IURP WKDW RI
0$1(7LHKLJKPRELOLW\RIQRGHVDQGG\QDPLFWRSRORJ\FKDQJLQJ,Q9HKLFXODU$GKRF1HWZRUNVVHFXULW\RI
YHKLFOHVVKRXOGEHPDLQWDLQHGGXULQJGDWDWUDQVPLVVLRQ

&KDUDFWHULVWLFVRI9$1(7V 
*LYHQEHORZDUHVRPHRIWKHFKDUDFWHULVWLFVRI9HKLFXODU$GKRF1HWZRUN
x High Mobility and Dynamic changing topology:9HKLFOHVPRYHLQKLJKVSHHG7KH\FDQFRPPXQLFDWHDQG
WUDQVPLWGDWDXVXDOO\ZKHQWKH\DUHFORVHWRHDFKRWKHU WKDW LVDSSUR[LPDWHO\PHWHUV:KHQYHKLFOHV
PRYHRXWRIWKHUDQJHWKHQDGURSRXWEUHDNGRZQLQDQHWZRUNFDQRFFXU

x Available Geographic Position for Vehicles: 9HKLFOHV HLWKHU VWDWLF RU G\QDPLF DUH HTXLSSHG ZLWK WKH
JHRJUDSKLFDO SRVLWLRQLQJ V\VWHP VXFK DV WKH *36 V\VWHPV ZKLFK KHOSV WR SURYLGH ORFDWLRQ DZDUH
LQIRUPDWLRQ
Node1 Node2
Node3
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x Delay Constraint: ,QDSSOLFDWLRQVXFKDVFROOLVLRQZDUQLQJQHWZRUNEUHDNGRZQSUHFDVKVHQVLQJHWFWKH
QHWZRUNPD\H[SHULHQFHGHOD\FRQVWUDLQW7KHGHOD\XVXDOO\RFFXUVZKHQWKHUHFHLYLQJYHKLFXODUQRGHLV
H[SHFWHGWRUHFHLYHLQIRUPDWLRQ
x Mobility Prediction and Modelling for Vehicles: 7KHPRYHPHQWRIYHKLFOHVLVEDVLFDOO\RQWKHSUHGHILQHG
SDWKVVXFKDVKLJKZD\URDGVVWUHHWVHWF7KLVPRPHQWRIWKHYHKLFOHVKHOSVWKHRWKHUYHKLFOHVWRSUHGLFW
WKHLUQHDUE\ORFDWLRQV
x No Power Constraint: $VZHNQRZ WKDW LQ9$1(76PRYLQJFDUVDUH WKHQRGHV LQVWHDGRI WKHKDQGKHOG
GHYLFH 6R WKH FRQVWUDLQW RI WKH SRZHU FDQ EH FRPSOHWHO\ QHJOHFWHG EHFDXVH WKH\ KDYH UHFKDUJHDEOH
EDWWHULHV
x Quality of Service (QOS4XDOLW\RIVHUYLFHUHIHUVWRWKHDELOLW\RISURYLGLQJEHWWHUVHUYLFHWRWKHQHWZRUN
RYHUYDULRXVDSSOLFDWLRQVDQGYDULRXVWRSRORJLHV
5HTXLUHPHQWVIRU9$1(7V
%HIRUHGHSOR\LQJWKHVHFXULW\UHODWHGV\VWHPZHPXVWVDWLVI\VRPHRIWKHVHFXULW\UHODWHGUHTXLUHPHQWV$VHFXULW\
UHODWHGV\VWHPPXVWIXOILOWKHIROORZLQJUHTXLUHPHQWV
x Authentication: :H KDYH WZR W\SHV RI QRGHV LH PDOLFLRXV QRGH DQG JHQXLQH QRGHV ZKLFK JHQHUDWH
PHVVDJHV LQ 9$1(7V $XWKHQWLFDWLRQ DVVXUHV WKDW WKH PHVVDJH LV RULJLQDWHG E\ WKH JHQXLQH XVHU ,W
GLVWLQJXLVKHVEHWZHHQERWKWKHQRGHV$YHKLFXODUQRGHZLOOEORFNWKHLQIRUPDWLRQVHQGE\WKHPDOLFLRXV
QRGHE\KDYLQJDQDXWKHQWLFLW\FKHFN7KHUHIRUHLWFDQEHVDLGWKDWFKHFNLQJWKHDXWKHQWLFLW\RIWKHYHKLFOHV
LVYHU\LPSRUWDQWIRUVHFXULQJQHWZRUN
x Integrity: 6RPHWLPHVLWKDSSHQVWKDWWKHPDOLFLRXVQRGHVVHHPWREHDJHQXLQHRQHHYHQWKRXJKLWFRQWDLQV
VRPH IDOVH GDWD 7KLV LV EHFDXVH WKH GDWD UHFHLYHG LV WKH VDPH DV WKH GDWD VHQG 7KH IDOVH GDWD LV WKH
PRGLILHGGDWDZKLFKFDQFDXVHFUDVKHVERWWOHQHFNVLQWKHQHWZRUNDQGRWKHUVDIHW\UHODWHGSUREOHPV6R
LQWHJULW\PXVWEHSURYLGHGLQ9HKLFXODU$GKRF1HWZRUN
x Availability: $YDLODELOLW\ PHDQV WKDW HDFK PRELOH QRGH LQ WKH QHWZRUN VKRXOG EH HIILFLHQW HQRXJK RI
VHQGLQJDQ\LQIRUPDWLRQDWDQ\WLPH,WKROGVWKHLQIRUPDWLRQWKDWLVDYDLODEOHWRWKHOHJDOJHQXLQHXVHUV
)RUH[DPSOHDYDLODELOLW\RIFKDQQHOVKRXOGEHVXSSRUWHGZKHQWKHFKDQQHOLVXQGHUDWWDFNVXFKDVWKH'26
DWWDFNVRUFKDQQHOMDPPLQJ

x Privacy: 7KHSULYDF\RI WKHQRGHDJDLQVW WKHPDOLFLRXVQRGHPXVWEHJXDUDQWHHG LH WKH LQGLYLGXDO DQG
SULYDWH LQIRUPDWLRQ RI WKH YHKLFOH VKRXOG QRW EH GLVFORVHG 7KLV ZLOO KHOS WR UHGXFH WKH DWWDFNV WR WKH
V\VWHP 7KHPDOLFLRXV QRGH VKRXOG QRW EH DEOH WR DYDLO WKH YHKLFOHV SHUVRQDO LQIRUPDWLRQ 7KHUHIRUH DW
FHUWDLQ GHJUHH WKH LGHQWLW\ RI WKH YHKLFOH PXVW EH PDLQWDLQHG ZKLOH VHQGLQJ WKH LQIRUPDWLRQ RU ZKLOH
UHFHLYLQJ WKH LQIRUPDWLRQ3UHVHUYLQJXVHUV¶SULYDF\ LVPDLQO\ UHODWHG WRDYRLGLQJGLVFORVXUHRI WKHLU UHDO
ZRUOGLGHQWLWLHVDQGORFDWLRQDZDUHLQIRUPDWLRQ
x Data Verification: ,W LV HVVHQWLDO WR YHULI\ WKH GDWD ZKLFK LV WR EH WUDQVPLWWHG DPRQJ WKH QRGHV 'DWD
YHULILFDWLRQKHOSVWRHOLPLQDWHWKHIDOVHPHVVDJLQJRUWKHPDOLFLRXVQRGHDWWDFN
$SSOLFDWLRQVIRU9HKLFXODU$GKRF1HWZRUN
:HQHHGWRXQGHUVWDQGWKHDSSOLFDWLRQVRI9$1(7VLIZHZDQWWRGHVLJQDQHZHIIHFWLYHO\UXQQLQJVHFXUHV\VWHP
9$1(7V DSSOLFDWLRQV KDV EH FODVVLILHG LQ GLIIHUHQWZD\V ,Q DGGLWLRQ WR WKDW FODVVLILFDWLRQPHWKRG SURSRVHG KDV
FODVVLILHGYHKLFXODUQHWZRUNLQJDSSOLFDWLRQVLQWRWKHIROORZLQJWKUHHFDWHJRULHV
1.3.1 Safety Related Applications7KH URDG VDIHW\ DSSOLFDWLRQV DUH XVHG WR LQFUHDVH WKH VDIHW\ RQ URDG7KH\ FDQ
IXUWKHUEHFDWHJRUL]HGDV

x Collision warning/Avoidance: 'DWDWUDQVPLWWHGIURPWKH568WRWKHYHKLFOHVPD\ZDUQWKHGULYHURIWKH
QRGHWKDWLWLVQRWVDIHWRHQWHULQDQLQWHUVHFWLRQRUGLYHUJHQFH7KLVFDQSUHYHQWWKHDFFLGHQWVVDYHPDQ\
OLYHVDQGSUHYHQWOLYHVIURPDQ\NLQGRILQMXU\)LQDOO\LWZLOOOHDGLQUHGXFWLRQRIDFFLGHQWV
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x Cooperative driving: 7KH GULYHUV FDQ JHW WKH VLJQDOV IRU WUDIILF UHODWHG ZDUQLQJV VXFK DV WKH YLRODWLRQ
ZDUQLQJFRQIOLFWWXUQZDUQLQJZURQJZD\GULYLQJZDUQLQJHWF7KLVFDQUHGXFHDQXPEHURIDFFLGHQWV

1.3.2 User Related Applications: 7KHVH DUH WKH DSSOLFDWLRQV WKDW LQFOXGH LQIRWDLQPHQW LH LQIRUPDWLRQ DQG
HQWHUWDLQPHQW7KHXVHUUHODWHGDSSOLFDWLRQVDUHDVIROORZ

x Payment services: 3D\PHQWVHUYLFHVFDQEHXWLOL]HGWRFROOHFWWROOWD[HVDQGLWDOVRKHOSVWRUHGXFHWKHZDLW
WLPHDQGYHORFLW\ZKLOHSDVVLQJWKURXJKWKHWROOFROOHFWLRQ
x Location aware services: 7KLV LV WKH W\SHRI WKH DSSOLFDWLRQ WKDW KHOSV WKH GULYHU WR ORFDWLRQ WKH QHDUE\
UHVWDXUDQWQHDUE\JDVVWDWLRQRUZHFDQVLPSO\VD\WRLQIRUPWKHGULYHUDERXWWKHSODFHRILQWHUHVW,QIDFW
LWKDVEHHQVHHQWKDWUHFHQWO\PDQ\*36V\VWHPDUHDOUHDG\SURYLGLQJXVZLWKWKLVW\SHRIVHUYLFH
x Internet Connectivity: ,QWRGD\HUDSHRSOHDOZD\VZDQWWRVWD\FRQQHFWHGZLWKWKH,QWHUQHWDWHYHU\SODFH
DQGDWHYHU\WLPH+HQFHLQYHKLFXODU$GKRFQHWZRUNFRQVWDQWFRQQHFWLYLW\LVSURYLGHGWRWKHXVHUVRWKDW
KHVKHUHPDLQFRQQHFWHGZLWKWKHLQWHUQHW
1.3.3 Peer to peer application: ,QYHKLFXODU$GKRFQHWZRUNWKHVHW\SHRIDSSOLFDWLRQDUHXVHIXOWRSURYLGHVHUYLFHVWR
WKHYHKLFOHVVXFKDVWKHPXVLFVKDULQJPRYLHVVKDULQJDQGGRZQORDGLQJILOHVKDULQJDXGLRDQGYLGHRFOLSHWFDPRQJ
WKHYHKLFOHVLQWKHQHWZRUN
7HFKQLTXHVIRUVHFXULQJ9$1(7V
9$1(7VFDQEHVHFXUHGE\XVLQJYDULRXVWHFKQLTXHVVXFKDVKDUGZDUHDXWKHQWLFDWLRQSULYDF\DQGFHUWLILFDWLRQ
WHFKQLTXHVHWF*LYHQEHORZDUHVRPHRIWKHP
x Hardware Security: $PRQJ DOO WKH KDUGZDUH FRPSRQHQWV WKHUH DUH WZR VSHFLILF FRPSRQHQWV WKDW FDQ
DFKLHYHVHFXULW\LQWKH9$1(7LHD(YHQWGDWDUHFRUGHU('5LWWUDFNDOOWKHRFFXUUHQFHVRIWKHHYHQW
E 7HPSHU SURRI GHYLFHV 73' DUH WKH LQGHSHQGHQW GHYLFHV DQG KHOSV WR JHQHUDWH DQG UHFHLYH WKH
HQFU\SWHGPHVVDJHV +DUGZDUH VHFXULW\ WHFKQLTXHV XVH FRQYHQWLRQDO FU\SWRJUDSKLF SURWRFROV WR SURYLGH
VHFXULW\ +DUGZDUHQHHGVWREHSURWHFWHGVLQFHLWV LQVHFXULWLHVFDQIDFLOLWDWHDWWDFNVRQWKHSURJUDPVDQG
FRQWHQWV UXQQLQJRQ LW  7KHUH DUH VRPH KDUGZDUH EDVHG WKUHDWVZKLFK DUH DV IROORZ DHardware 
Trojans$Q DWWDFNHU HLWKHU LQ WKH GHVLJQKRXVH RU LQ WKH IRXQGU\PD\ DGGPDOLFLRXV FLUFXLWV RUPRGLI\
H[LVWLQJFLUFXLWVEIP piracy and IC overbuilding$Q,3XVHURUDURJXHIRXQGU\PD\LOOHJDOO\SLUDWHWKH,3
ZLWKRXWWKHNQRZOHGJHDQGFRQVHQWRIWKHGHVLJQHU$PDOLFLRXVIRXQGU\PD\EXLOGPRUHWKDQWKHUHTXLUHG
QXPEHURI ,&V DQG VHOO WKH H[FHVV ,&V LQ WKHJUD\PDUNHWc)Reverse engineering (RE)$Q DWWDFNHU FDQ
UHYHUVHHQJLQHHUWKH,&,3GHVLJQWRKLVKHUGHVLUHGDEVWUDFWLRQOHYHO+HFDQWKHQUHXVHWKHUHFRYHUHG,3RU
LPSURYHLW

x Authentication: $XWKHQWLFDWLRQLVDSURFHVVZKLFKMXVWLILHVWKHLGHQWLW\RID8VHUZKRZLVKHVWRDFFHVVLW
6LQFH$FFHVV&RQWUROLVQRUPDOO\EDVHGRQWKHLGHQWLW\RIWKH8VHUZKRUHTXHVWVDFFHVVWRDUHVRXUFH2QH
RIWKHIXQGDPHQWDOIXQFWLRQRIWKHYHKLFXODUFRPPXQLFDWLRQLVWRDXWKHQWLFDWHWKHVHQGHURIWKHGDWD7KH
ZLGHO\ XVHG WHFKQLTXH IRU DXWKHQWLFDWLQJ WKH PHVVDJHV LV WR VLJQ WKH PHVVDJH DQG WKHQ YHULI\LQJ LW
$XWKHQWLFDWLRQFDQEHSURYLGLQJXVLQJHQFU\SWLRQDORQJZLWKFU\SWRJUDSKLFKDVKIXQFWLRQGLJLWDOVLJQDWXUH
DQGFHUWLILFDWHV7KHUHLVQRFHQWUDODXWKRULW\DQGLWLVPXFKPRUHGLIILFXOWWRDXWKHQWLFDWHDQHQWLW\
9HKLFXODU$GKRF1HWZRUN9$1(7KDVHYROYHGWRFRPSOHPHQW,QWHOOLJHQW7UDQVSRUWDWLRQ6\VWHP,76
IRUFRPPXQLFDWLQJVDIHW\PHVVDJHVZKLOHGULYLQJRQWKHURDG

x Detection and Correction of Malicious Data: :KHQGDWDLVDOORZHGWREHVHQGEHWZHHQGLIIHUHQWQRGHVRID
QHWZRUNWKHLQWUXGHUVFDQHDVLO\DUUDQJHWRVHQGIDOVHGDWDLQYDOLGPHVVDJHVLQRUGHUWREUHDNGRZQRUMDP
WKHQHWZRUN6RLWKDVEHFRPHDQLPSRUWDQWLVVXHWRVHFXUHWKHPHVVDJH7KHIDOVHGDWDQHHGWREHYHULILHG
,W LVQRWRQO\PXVW WRGHWHFWZKHWKHU WKHVHQGHURI WKHGDWD LVJHQXLQHRUQRWEXWDOVRWKHGDWD LWVHOI LVD
JHQXLQHRU QRW$V IURPRXU SUHYLRXV VWXG\ LW LV NQRZQ WKDW9HKLFXODU$GKRFQHWZRUNV UHO\ KHDYLO\ RQ
QRGHWRQRGH FRPPXQLFDWLRQ DOORZLQJ PDOLFLRXV GDWD WUDIILF $W WKH VDPH WLPH WKH HDV\ DFFHVV WR
LQIRUPDWLRQLQDQHWZRUNE\9$1(7VHQDEOHVWKHGLIILFXOWVHFXULW\JRDORIGDWDYDOLGDWLRQWREHDSSURYHG
x Public Key Infrastructure: 9HKLFXODUSXEOLFNH\LQIUDVWUXFWXUHDFWDVDFHUWLILFDWHDXWKRULW\&$,WLVVXHV
FHUWLILHGSXEOLFDQGSULYDWHNH\VWRHDFKQRGHRIWKH9$1(77KHYHKLFOHSULYDWHNH\PXVWEHVWRUHGZLWK
WKHHQFU\SWHGPHVVDJH7KHYHKLFOHZLOOVLJQWKHPHVVDJHZLWKLWVRZQSULYDWHNH\DWWKHVHQGHUVLGHDQG
DGGVD&$FHUWLILFDWH7KHUHFHLYHUVLGHZLOOREWDLQ WKHSXEOLFNH\RI WKHVHQGHUDQG WKHQZLOOYHULI\ WKH
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PHVVDJH)RUWKLVWKHUHFHLYHUVKRXOGKDYHDSXEOLFNH\RIWKH&$7KHSXUSRVHRID3.,LVWRJHQHUDWH
VHFXUH HOHFWURQLF WUDQVIHU RI LQIRUPDWLRQ EHWZHHQ D UDQJH RI QHWZRUN DFWLYLWLHV VXFK DV HFRPPHUFH
LQWHUQHWEDQNLQJDQGFRQILGHQWLDOHPDLO3XEOLF.H\ ,QIUDVWUXFWXUH LV UHTXLUHG IRUDFWLYLWLHVZKHUH VLPSOH
SDVVZRUGV DQG SURRIV LV UHTXLUHG WR FRQILUP WKH LGHQWLW\ RI WKH SDUWLHV ZKLFK DUH LQYROYHG LQ WKH
FRPPXQLFDWLRQDQGZKHUHWKHUHLVLQIRUPDWLRQWRYDOLGDWHWKHLQIRUPDWLRQWKDWLVWREHWUDQVIHUUHG
x Group Signatures: *URXS6LJQDWXUHLVXVXDOO\UDQJHEDVHG7KHQRGHWKDWKDVVRPHDWWULEXWHVLQFRPPRQ
IRUPWKHJURXS(DFKWLPHWKHYHKLFOHVHQWHUV WKLVJURXS WKHJURXSSULYDWHNH\QHHGVWREHFKDQJHGDQG
WUDQVPLWWHGWRWKHQHZMRLQLQJQRGH,WDOORZVWKHJURXSPHPEHUVWRVLJQZLWKRXWGLVFORVLQJWKHLULGHQWLWLHV
2QO\ WKHJHQXLQHDXWKRULW\FDQ UHYHDO WKH LGHQWLW\RI WKH VLJQHU *URXS VLJQDWXUH LQ9$1(7 LVZLGHO\
XVHGIRUYHKLFOHVWRDFKLHYHDXWKHQWLFDWLRQVLQFHLWDOORZVDQ\RIWKHJURXSPHPEHUWRVLJQWKHPHVVDJHRQ
EHKDOIRI WKHJURXSZLWKRXWGLVFORVLQJ LWV LGHQWLW\2QO\ WKHJHQXLQHDXWKRULW\FDQ UHYHDO LWV LGHQWLW\2Q
UHFHLYLQJDPHVVDJHIURPDQXQNQRZQHQWLW\RUPDOLFLRXVQRGHDYHKLFOHKDVWRFKHFNLWVFHUWLILFDWHVRDV
WRDYRLGFRPPXQLFDWLQJZLWKUHYRNHGYHKLFOHV

x Certificate Revocation: ,QSXEOLFNH\LQIUDVWUXFWXUHLWLVQHFHVVDU\WRLVVXHWKHNH\V%XWVRPHWLPHVLWDOVR
EHFRPH QHFHVVDU\ WR UHYRNH WKH NH\V )RU H[DPSOH LI WKH 3., GHWHFWV WKDW WKH YHKLFOH LV VHQGLQJ DQ
LQFRUUHFWRUIDOVHLQIRUPDWLRQWKHQLWEHFRPHVQHFHVVDU\WRUHYRNHLW5HYRFDWLRQOLVWPDLQWDLQVWKHUHFRUG
RIDOOWKHUHYRNHGOLVW7KHUHDVRQEHKLQGWKHUHYRFDWLRQLVWKDWWKHXVHUQRORQJHUKDVWKHSULYDWHNH\HJ.
LWPD\EHKDSSHQEHFDXVHWKHWRNHQFRQWDLQLQJWKHSULYDWHNH\KDVEHHQORVWRUVWROHQ
5HODWHGZRUN
&KDXUDVLDHWDOSURSRVHGDVFKHPHEDVHGRQJURXSVLJQDWXUHRIFRQWLQXDOO\WUDQVPLWWLQJRIPRELOHYHKLFOHV$VLQ
PRELOH YHKLFOHV WKHPRPHQW RIYHKLFOHV LV G\QDPLF WKDW LV WKH\ VHQG DQG UHFHLYHPHVVDJHVRQ URDG WKLV W\SHRI
FRPPXQLFDWLRQFUHDWHVD WKUHDW WR WKH LQ LQIRUPDWLRQDQG LGHQWLW\RIYHKLFOHV6R WKLVSDSHUSURYLGHVDVFKHPHWR
EURDGFDVW D PHVVDJH E\ SUHVHUYLQJ LWV VHFXULW\ DQRQ\PLW\ <HRQJNZXQ HW DO SURSRVHG WKDW 9HKLFXODU $GKRF
1HWZRUNSOD\VDQHIIHFWLYHUROHIRULPSURYLQJWUDIILF0DQDJHPHQWDQGVDIHW\,WDOVRIRFXVRQZLGHUDQJHRIYDOXH
DGGHGVHUYLFHVVXFKDVFROOLVLRQ:DUQLQJ$YRLGDQFH$VLQIRUPDWLRQWUDQVPLWWHGRYHU9HKLFXODU$GKRF1HWZRUNLV
KLJKO\VHQVLWLYHDQGLVLPSRUWDQWIRUVDIHW\GLVFXVVLRQVVDIHW\UHTXLUHPHQWDSSOLFDWLRQV+RZHYHULWLVLPSRUWDQWWR
KDYH VHFXULW\ DQG SULYDF\ RI YHKLFOHV 6HFXULW\ DQG SULYDF\ DUH WKH WZR LPSRUWDQW DVSHFWV WKDW HQFRXUDJH WKH
9$1(7V GHVLJQ 7KLV SDSHU RXWOLQHV VRPH RI VHFXULW\ VROXWLRQV IRU WKUHDWV DQG DWWDFNV WR WKHPRYLQJ9HKLFXODU
QRGHV;LDR\DQHWDOSURSRVHGDQHIILFLHQWSULYDF\SUHVHUYLQJDXWKHQWLFDWLRQVFKHPHEDVHGRQJURXSVLJQDWXUHIRU
9HKLFXODU$GKRF1HWZRUNV 9$1(7V ,QRXU VFKHPHZH ILUVWGLYLGH WKHZKROHDUHD LQWR VHYHUDOGRPDLQV ,Q LW
URDG VLGH XQLWV 568V DUH UHVSRQVLEOH IRU GLVWULEXWLQJ JURXS SULYDWH NH\V DQGPDQDJLQJ YHKLFOHV LQ D ORFDOL]HG
VFHQDULR7KH+DVK0HVVDJH$XWKHQWLFDWLRQ&RGH+0$&LVXVHGWRUHVWULFWWKHWLPHFRQVXPLQJ&5/FKHFNLQJVR
DV WR HQVXUH WKH LQWHJULW\ RI PHVVDJHV EHIRUH EDWFK JURXS DXWKHQWLFDWLRQ ,W DOVR FRQWDLQV FRRSHUDWLYH PHVVDJH
DXWKHQWLFDWLRQ ZKLFK HDFK YHKLFXODU QRGH MXVW QHHGV WR YHULI\ D VPDOO QXPEHU RI PHVVDJHV VR DV WR UHGXFH
DXWKHQWLFDWLRQEXUGHQ9DQLWDHWDOIRFXVRQWKHGHWDLOVWXG\RI$GKRFQHWZRUNLWVSURWRFROVDQGGLIIHUHQWW\SHVRI
QHWZRUNVLQ9$1(7VLVDEORZLQJILHOGZKLFKSODFHVORWRIDWWHQWLRQRQQHWZRUNLQJ9$1(7VKDVWKHSURSHUW\RI
G\QDPLFPRELOLW\ZKLFKPHDQVQRGHVFDQPRYHIURPRQHSODFHWRDQRWKHUSODFHZLWKLQLWVQHWZRUNDQGDQ\QRGH
FDQMRLQWKHQHWZRUNDQGFDQOHDYHWKHQHWZRUNDWDQ\WLPH0RELOH1RGHVFDQEHLQWKHIRUPRIV\VWHPVRUGHYLFHV
LHPRELOHSKRQHODSWRSSHUVRQDOGLJLWDODVVLVWDQFH03SOD\HUDQGSHUVRQDOFRPSXWHUWKDWDUHSDUWLFLSDWLQJLQWKH
QHWZRUN DQG DUH PRELOH $W VDPH WLPH WKHVH G\QDPLF QRGHV FDQ ORRN OLNH KRVWURXWHU RU ERWK 6HFXULW\ LV DQ
LPPHGLDWH DQG HDUOLHU VROXWLRQ WR WKLV 5RQJ HW DO  SURSRVHG D FOXVWHUEDVHG VFKHPH ZKLFK FDQ EH DSSOLHG LQ
9$1(7 IRU WUDQVPLWWLQJ GDWD ,W GLVFXVVHV WKH FOXVWHU KHDG &+ VHOHFWLRQ DOJRULWKP DQG D FOXVWHU VZLWFKLQJ
DOJRULWKPIRU9$1(77KHSURSRVHG&+VHOHFWLRQDOJRULWKPFRPELQHFRQVLGHUVQRGHGHJUHHWKHDYDLODEOHUHVRXUFH
RIFDQGLGDWH&+VDQGWKHYHORFLW\GLIIHUHQFHEHWZHHQFDQGLGDWH&+VDQGRWKHUFOXVWHUPHPEHUV&0VLQDSUHVHQW
FOXVWHU ,W SURSRVHG RSWLPDO FOXVWHU VZLWFKLQJ VFKHPH WKDW IRFXVHV RQ 4R6 UHTXLUHPHQWV RI ERWK GHOD\VHQVLWLYH
VHUYLFH DQG WKURXJKSXWVHQVLWLYH VHUYLFH 7KXV LPSURYLQJ WKH VHFXULW\ &KLUDJ 6X\DNDQW HW DO SURSRVHG D
PHFKDQLVP IRU FRQWHQW VKDULQJ EHWZHHQ YHKLFOHWRYHKLFOH FRPPXQLFDWLRQV VR DV WR KHOS WKH XVHUV ILQG WKHLU
LQWHUHVWHGFRQWHQWRQWKHURDG9$1(7VSURYLGHVSHHUWRSHHUFRQWHQWGLVWULEXWLRQRIGDWDLWHPVIRUWUDIILFUHODWHG
LQIRUPDWLRQDXGLRYLGHRDQGRWKHUVXFKLQIRUPDWLRQ5HOLDELOLW\VHFXULW\DQGIDVWFRPPXQLFDWLRQDUHWKHGHVSHUDWH
QHHG LQ 9$1(7V IRU LQWHUYHKLFXODU FRPPXQLFDWLRQ ,Q WKLV SDSHU D PRGHO LV FRQVLGHUHG ZKLFK VDWLVILHV WKH
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SUHVHQWHG SDUDPHWHUV .DNNDVDJHUL HW DO   SURSRVHG D SDSHU WKDW LV PDLQO\ FRQFHUQHG ZLWK WKH VDIHW\ UHODWHG
DSSOLFDWLRQVVXFKDVUHOLDELOLW\VHFXULW\WUXVWUHDOWLPHGHOLYHU\DQGODWHQF\LWDOVRLQFOXGHVJDWKHULQJDJJUHJDWLRQ
YDOLGDWLRQDQGGLVVHPLQDWLRQRILQIRUPDWLRQLQ9$1(7V0DULR*HUODHWDOVKRZVWKHVWDWHWKHDUWRIWHFKQRORJLHV
DQGSURWRFROV IRU FRQWHQW GLVWULEXWLRQ LQ9$1(7V ,W FRQVLGHUV VRPH RI WKHPDLQ FKDOOHQJHV LH ,QWHUQHW DFFHVV
VSHFWUXP VFDUFLW\ PRELOLW\ FRQQHFWLYLW\ LQWHUPLWWHQFH DQG VFDODELOLW\ 2WKHU $VSHFWV FRYHUHG LQ LW LQFOXGH
FRH[LVWHQFHRI:L)L DQG/7( DSSOLFDWLRQRI QHWZRUN FRGLQJ SURWHFWLRQ IURPSROOXWLRQ DWWDFNV$WDQX HW DO 
FRQWUROVFKDQQHOFRQJHVWLRQG\QDPLFDOO\E\UHGXFLQJWKHUDWHRIPHVVDJHVWREHWUDQVPLWWHGDPRQJYHKLFXODUQRGHV
7KHUDWHRI WUDQVPLWWLQJ WKHPHVVDJHVFDQEHGHFUHDVHGE\UHVWULFWLQJ WKHDWWDFNHUVDQGE\GHFUHDVLQJ WKHFKDQQHO
ORDG DQG DOORZLQJ RQO\ WKH DXWKHQWLF PHVVDJHV WR IORZ VR WKDW WKH\ FDQ EH DYDLOHG LQ D QHWZRUN 7KLV SDSHU
KLJKOLJKWV KRZ WKH SHUIRUPDQFH RI FKDQQHO FRQJHVWLRQ FDQ EH FRQWUROOHGZLWK DQGZLWKRXW DWWDFN 6KLWDO HW DO 
SURSRVHG VHFXUH DQG UHOLDEOH FRQWHQWGLVWULEXWLRQ LQ9$1(79$1(7KDVEHHQ DQRSHQPHGLXP IRUSDVVLQJ WKH
SDFNHW GDWD 'XH WR RSHQPHGLXP WKHUH LV OHVV VHFXULW\ LQ FRQWHQW GLVWULEXWLRQ DQG DV ZHOO DV OHVV UHOLDELOLW\ LQ
FRQWHQWGLVWULEXWLRQZKLOHXVLQJEURDGFDVWLQJSURWRFRO1HHUDMHWDO SURSRVHGDZRUNRID&&'69WKDWEXLOGV
FRRSHUDWLYH$3V LQWR D K\EULG VWUXFWXUH FDOOHG WKH FRQWDFWPDSZKLFK LV EDVHG RQ WKH YHKLFXODU FRQWDFW SDWWHUQV
REVHUYHGE\$3V7KHVHOHFWLRQSURFHVVWDNHV$3¶VVWRUDJHFDSDFLW\VWRUDJHVWDWXVLQWHU$3VEDQGZLGWKDQGWUDIILF
ORDGV 1HWZRUN FRGLQJ LV DOVR DSSOLHG LQ &&'69 WR HQKDQFH WKH GLVWULEXWLRQ RI VKDUHG FRQWHQWV 7KH SDSHU
LQWURGXFHVDV\VWHPWKDWWDNHVDGYDQWDJHRIWKH568VWKDWDUHFRQQHFWHGWRWKH,QWHUQHWDQGSURYLGLQJYDULRXVW\SHV
RILQIRUPDWLRQWR9$1(7XVHUV0DPXQHWDOSURSRVHVDQDSSOLFDWLRQIULHQGO\VFKHPHZKLFKLVWKHFRPELQDWLRQ
RIWKHOLQNLQJGLUHFWRSHQLQJ0HVVDJHGHSHQGHQWRSHQLQJUHYRNLQJEDWFKYHULILFDWLRQLQDVLQJOHVFKHPHRI*6,W
LQIRUPVZKHWKHUWKHPHVVDJHLVFRPLQJIURPWKHVDPHPHVVHQJHU,WGRHVQRWLQFOXGHWKHRSHQHURIWKHPHVVDJH
&KDOOHQJLQJLVVXHVIRU9HKLFXODU$GKRF1HWZRUNV
7KHUH DUH YDULRXV FKDOOHQJHV WKDW FDQ EH GLVFXVVHG IRU YHKLFXODUZLUHOHVV QHWZRUN 6RPH RI WKHP DUH GLVFXVVHG
EHORZ

3.1 Technical Challenges: 7KHWHFKQLFDOFKDOOHQJHVGHDOVZLWKWKHWHFKQLFDOEDUULHUVVXFKLQQHWZRUNPDQDJHPHQW
FRQJHVWLRQDQGFROOLVLRQFRQWUROHQYLURQPHQWDO
x Management of Network: 'XHWRG\QDPLFDQGKLJKPRELOLW\QDWXUHRI9$1(7VLWLVGLIILFXOWWRPDQDJH
WKH QHWZRUN:KHQHYHU D YHKLFXODU QRGH FKDQJHV LWV SDWK LWV QHLJKERXULQJYHKLFOHV DOVR FKDQJHZKLFK
JLYHULVHWRWKHIRUPDWLRQRIWKHQHZQHWZRUNVFHQDULRV
x Congestion/collision Control: 'XULQJWKHUXVKKRXUVLHZKHQWKHQHWZRUNLVKHDYLO\ORDGHGWKHFKDQFHV
RI FROOLVLRQ DQG FRQJHVWLRQ LQ WKH QHWZRUN LV PRUH 6R LW EHFRPHV HVVHQWLDOO\ LPSRUWDQW WR UHGXFH WKH
QHWZRUNORDG
x Security: $PRQJDOOWKHFKDOOHQJLQJLVVXHV6HFXULW\LVRQHRIWKHPDMRUFKDOOHQJHWKDWFDQEHFRQVLGHUHGLQ
HDFKDQGHYHU\QHWZRUN'XULQJWKHGDWDWUDQVPLVVLRQWKHGDWDLVWUDQVPLWWHGLQDQRSHQPHGLXP7KHGDWD
FDQEHDQ\IRUPVXFKDVILOHVPRYLHVDXGLRRUYLGHRFOLSHWF6RZKHQDQ\RIWKHPDOLFLRXVQRGHVHQGV
WKHIDOVHGDWDLQDQHWZRUNLWFDQFDXVHWKHEUHDNGRZQLQWKHQHWZRUN7KHUHIRUHLWLVLPSRUWDQWWRVHFXUH
GDWDDWWKHVHQGHUVLGHDQGWKHUHFHLYHUVLGH

3.2 Social /Economic Challenges([FHSWIURPWKHWHFKQLFDOFKDOOHQJHVVRFLDODQGHFRQRPLFFKDOOHQJHVFDQDOVREH
WDNHQLQWRQRWLFH%HFDXVHLWLVKDUGWRFRQYLQFHWKHXVHUVZLWKVXFKNLQGRIPRQLWRULQJDQGQHZWHFKQLTXH

3.3 Data management and storage 
,IDWDODUJHVFDOHDQXPEHURIYHKLFOHVQHHGVWRFRPPXQLFDWHZLWKHDFKRWKHUWKHQWKHGDWDQHHGWREHGLVWULEXWHG
DQGDOVRVWRUHGVRPHZKHUH7KLVZDVQRWHGLQ6RWKLVLVDQHZDQGXQLTXHFKDOOHQJHIRUPDVVLYHGLVWULEXWLRQ
DQGVWRUDJH

3.4 Tracking for destination 
,Q/RFDWLRQEDVHGYHKLFOHVRXUPDMRUFRQFHUQLVFRPPXQLFDWLRQ+HUHWUDFNLQJPHDQVFUHDWLQJDSDWKEHWZHHQWKH
QRGHVE\LGHQWLI\LQJWKHLQLWLDODQGWKHQH[WQHDUE\QRGH7KHUHIRUHWUDFNLQJRIGHVWLQDWLRQLVWRUHDFKWRWKHWDUJHW
QRGHIURPWKHLQLWLDOQRGHE\LGHQWLI\LQJWKHQH[WQH[WQRGH6RWUDFNLQJRIGHVWLQDWLRQLVDOVRPDMRUFKDOOHQJH

3.5 Co-operative Communication 
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&RRSHUDWLRQ DPRQJ WKH YHKLFOHV LV DOVR QHFHVVDU\ DV LW KHOSV WKH XVHU WR NQRZ DERXW YDULRXV WUDIILF FRQGLWLRQV
ZHDWKHUFRQGLWLRQVDQGURXWHVEHWZHHQWKHYHKLFOHV6XFKW\SHRIFRPPXQLFDWLRQKHOSVWKHXVHUWRNQRZWKDWXSWR
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